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Preface

e " Frag FENHNYT T Tgeiq |
gatear fg o gRetEfarEan

saha-jam karma kaunteya
sa-dosam api na tyajet

sarvarambha hi dosena
dhiamenagnir ivavrtah

Every endeavour is covered by some fault, just as fire is covered by smoke.
Therefore one should not give up the work born of his nature, even if such work is full
of fault.

— The Bhagvad-Gita (18.48)

This book is the outcome of the research and development contributions of partners
from three different continents, Asia, Europe, America, coming from universities,
research centers, industrial partners and SMEs (Small and Medium Enterprise),
all of them collaborating in MAGNET (My Adaptive Personal Global Net) and
MAGNET Beyond project supported by European Commission within the Sixth
Framework Programme (FP6). The project was focusing on a secure user-centric
approach developing secure Personal Networks in multi-network, multi-device, and
multi-user environments.

The innovative concept of Personal Network (PN), which was introduced and
developed in MAGNET, finds in this book the first confirmation of the success that
the future of wireless communications is bound to achieve. The importance of this
book is not only related to being the first work on PN, it also gives an overview of
operation of a big project, like MAGNET, and in fact the organisation of the book
reflects how then project itself has been structured.

The book summarize all the steps taken from the introduction of a user-centric
perspective until the implementation of PN-Fs, outlining the applications and com-
mercialisations of the new concepts carried out of the project. The starting point
has been the concept of Personal Network coming out like an extension of the local
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scope of Wireless Personal Area Networks (WPAN) by addressing virtual personal
environments that span a variety of infrastructures. The new element was that the
composition, organisation, and topology of a PN have determined by its context
and the geographical location, the time, the environment and the explicit wishes to
use particular services determined which device and network element have been in-
corporated in a PN. The PN can be defined as a dynamics collection of personal
nodes and device not only centered around a person, but also personal devices on
remote locations. A PN is composed of multiple clusters, where the communication
is between remote clusters that have a common trust relationship. To extend the PN
solutions to enable interactions between multiple PNs, it have been introduced the
concept of PN Federation (PN-F). A PN Federation can be defined as a secure coop-
eration between different PNs, making selected service(s) and resource(s) available
to selected receiver(s) for the purpose of achieving a common goal.

The project started in January 2004, and was divided in two phases, in the first,
named MAGNET (January 2004—December 2005), the objectives were to design,
develop, demonstrate and validate the concept of a flexible Personal Network that
supports resource-efficient, robust, ubiquitous service provisioning in a secure,
heterogeneous networking environment for nomadic users. There were 37 part-
ners, 13 industrial, 7 research centres, 14 universities, and 3 SMEs coming from
16 different countries around three different continents: Austria, Belgium, China,
Denmark, Finland, France, Germany, Greece, India, Italy, Netherlands, Spain,
Sweden, Switzerland, United States, and UK. In the second phase, MAGNET Be-
yond (January 2006—June 2008) the interest was concentrated on the interactions
between multiple PN users with common interests for various services. MAGNET
Beyond had 30 partners from 15 countries, the same involved in MAGNET except
United States:

e Twelve Universities

e Seven Research Centres
e Nine Industrial Partners
e Two SMEs

The cooperation from several partners from all over world and from different organi-
zation was a hard task but, at the same time, the level of the discussions was always
very high, and very interesting results were obtained. MAGNET/MAGNET Beyond
had a significant influence in specifying the PN and PN-F, offering to the community
patents, demo-platform, pilots and test bed useful for next industrial commercial-
ization. This was possible because of the collaboration among all the partners,
which coming from different organization highlighted different points of view and
achieving results that led directly to the future wireless technologies known as 4G.

The intent of this book is to disseminate the concept of PN and PN-F among
with the activities and achievements carried out in MAGNET/MAGNET Beyond
to encourage new projects and academic initiatives toward personalized, ubiquitous
communications. We tried to make our best to write each chapter as self-contained
as possible in order to allow the reader to read them independently.

Any remarks to improve the text and correct any errors or typos would be highly
appreciated.
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Chapter 1
Introduction

Ramjee Prasad

This book builds on the achievements of the EU-funded projects MAGNET and
MAGNET Beyond in the area of personal area networks and related technolo-
gies. Wireless connectivity has already enabled computer users to profit from a
new convenient mobile lifestyle. Consumers are now demanding the same simplic-
ity throughout their homes, connecting personal computers (PCs), personal digital
recorders, MP3 recorders and players, and every kind of digital and electronic de-
vices to each other in versatile domestic wireless personal area networks (WPAN)
and also the possibility to be connected with any body area networks (WBAN) if
needed. However, current wireless local area network (WLAN) and WPAN tech-
nologies cannot yet meet the needs of tomorrow’s connectivity for the host of
emerging consumer electronic devices that offer full mobility while requiring low
power, quality of service (QoS) and security. So, as computing, communications and
consumer applications converge to provide domestic consumers with extensive new
services in an intelligent ambient environment, there is an urgent need to develop
short-range user-centered wireless networks. This challenge was undertaken by the
EU-funded IST projects MAGNET and MAGNET Beyond.

1.1 The Concept of Personal Networks

The concept of PAN (Personal Area Network) refers to a space of small coverage
around the person where ad hoc communication occurs. To extend the local scope of
PANSs a new kind of network has been developed: Personal Network. The concept
of the Personal Network (PN) goes beyond the concept of a PAN by addressing
virtual personal environments that span a variety of infrastructures (as well as ad
hoc networks) [1].

Personal Networks is a concept that supports the professional and private ac-
tivities of users without being obtrusive and while safeguarding their privacy and
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2 R. Prasad

security. A PN may operate in both ad hoc and infrastructure-based networks and is
dynamic and diverse in composition, configuration and connectivity depending on
the time, place and circumstances as well as the required resources [2—17].

PNs comprise potentially “all of a person’s devices capable of network connec-
tion in the real or virtual vicinity”. In PNs, users interact with various companion-,
embedded-, or invisible computers not only in their close vicinity but potentially
anywhere. They also need to interact with other persons having their own PN, lead-
ing to group communication and federation of PNs to achieve particular tasks. PNs
constitute a category of distributed systems with very specific characteristics. This
requires major extensions of the present Personal Area Networking.

The PN concept has been researched by various groups and from different
perspectives. Examples are found in “Scenarios for Ambient Intelligence in 2010”
[12], “The Book of visions — Visions of the Wireless World” [13], “Telecom Sce-
narios in 2010 [14], and the vision of the Association of Computing Machinery
(ACM) in “The Next 1000 Years” [15]. EU-funded IST projects such as the projects
PACWOMAN [16] and MOBILIFE [17] addressed users and the wireless vision
in different ways. The projects MAGNET and MAGNET Beyond [2] exercised a
different approach in order to identify and represent user requirements in the PN-
development process, which would provide a better design and identify the path
towards novel business models speeding up their adoption and successful deploy-
ment. In MAGNET the methodology to describe and develop understanding for the
implementation of an efficient PN-solution in a heterogeneous multimodal environ-
ment has been carried out involving ‘technology’, ‘user needs’ and ‘economics’
requirements. A key element of ‘user needs’ was the perceived QoS associated
with given private or business activities and its relation to the technical solutions.
Furthermore, the user requirements were derived from real user involvement in the
process in all stages.

The actual introduction, implementation, and commercialisation of PN services
derived a unique and enhanced understanding of the combination between user re-
quirement and technology developments, business models, market strategies and
socio-economic aspects that are necessary to give a holistic picture of the PN
concept and its possibilities to secure the European communication needs in the
future.

PNs are configured in an ad hoc fashion, as the opportunity and the demand
arise to support a person’s private and professional applications. These applica-
tions may run on a user’s personal device, but also on foreign devices. PNs consist
of communicating clusters of personal digital devices, possibly shared with oth-
ers, and connected through various suitable communications means. This is shown
in Fig. 1.1. Unlike PANs, with a limited geographically coverage, PNs have an
unrestricted geographical span, and may incorporate devices into the personal
environment regardless of their geographic location.
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Fig. 1.1 The PN concept

1.1.1 PN Networking

Current radio technologies offer, up to a certain extent, self-organisational
capabilities at the link layer:

o IEEE 802.11 provides link-level self-organisation
e Bluetooth networks organise themselves by forming pico-nets or even scatternets

Self-organisation at the network layer is also receiving a lot of attention in the
context of mobile networks (e.g., ad hoc, MANETS, cooperative communications),
in which nodes need to cooperate to organise themselves and to provide network
functionality, due to the absence of any fixed infrastructure or simply to provide for
autonomic resources. However, in the context of PNs, the problem has a completely
different dimension, as self-organisation spans over multiple network technologies
and strongly builds on the concept of trust between the personal nodes and devices.

The field of mobile ad hoc networks has seen a rapid expansion due to the
proliferation of wireless devices, witnessed by the efforts in the IETF MANET
working group [18]. A lot of attention has been given to the development of routing
protocols, with the MANET group working on the standardization of a general
reactive and proactive routing protocol, and, in a lesser extent, to address Internet
connectivity [19].

When analysing the characteristics of a PN and its communication patterns, a
number of similarities with mobile ad hoc networks can be observed. A PN should
be self organising and self maintaining, handling mobility and, thereby, providing its
own addressing and routing mechanisms for its internal communication. So, similar
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to ad hoc networks, PNs require self organizing and self maintaining networking
capabilities that can deal with their dynamic behaviour. Therefore, developing PN
networking solutions can be considered an extension of ad hoc networking tech-
niques and concepts. However, existing solutions for mobile ad hoc networks cannot
be adopted as is, due to the specific nature and the context of PNs. A PN has a
specific wireless/wired geographically dispersed network topology, which, to a cer-
tain extent, can rely on the fixed infrastructure (e.g., edge routers), for providing
networking solutions. Also, PNs are built around a specific trust relation concept,
on which higher layer protocols can rely, which is absent in traditional ad hoc net-
works. The architecture developed for the PN concept and described further in this
book is a novel one and a step further than the traditional concepts.

As PNs support mobility of individual devices, mobility of complete clusters of
devices and splitting and merging of these clusters, efficient solutions are needed
when dealing with these types of mobility. Worth mentioning in this context are
the activities on mobile networks within the Mobile IP Working Group [20] of the
IETEF, the work on extensions of mobile IP for mobile ad-hoc networks intercon-
nection [21] and the work within the NEMO working group that is concerned with
the mobility of an entire network [22]. Mobility solutions for PNs can borrow from
this work, but should be adapted to fit the proposed PN architecture and addressing
schemes.

1.1.2 Service and Context Discovery

Routing is one of the main processes on the networking abstraction level, which is
responsible for the finding and establishment of the routes among the communicat-
ing nodes. Current ad hoc routing protocols inherently trust all participants. Most
ad hoc routing protocols are cooperative by nature and depend on neighbouring
nodes to route packets. This simple trust model allows malicious nodes to paralyze
an ad hoc network by inserting erroneous routing updates, replaying old messages,
changing routing updates or advertising incorrect routing information. None of the
protocols such as AODV, DSR, Ariadne, ARAN, SAR, SRP, etc. provide a solution
to the requirements of certain discovery, isolation or Byzantine robustness.

The routing process must be shielded by solutions that grant the integrity and the
availability of the networking procedures.

The capability to provide secure context transfer is essential in achieving fast
performance in a wireless environment. Secure fast context transfer in handovers
between heterogeneous access technologies/network types is needed. Furthermore,
providing context-aware, adaptive and personalised services to the user, poses many
opportunities, challenges and risks. Perhaps the greatest challenge is the ability to
offer secure, intuitive and easy to use solutions for accessing contextual services
that have to be location-aware and time-sensitive; personal preference and network
bandwidth aware, and finally, device-capability aware.
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Self organisation and routing aspects are fundamental aspects in the PN point of
view, requiring investigation in order to provide schemes for devices and services
discovery.

In a PN world, trust, identity management and privacy need considerable effort if
we want to talk about an end-to-end security. Thus, a mechanism of enabling exten-
sion of the trust between personal nodes needs to be defined. Also, protection of user
location, identity and privacy need to be considered. The user’s location, identity and
privacy requirements must be taken into account by the mobility procedures. The
precise nature of these requirements may have a considerable impact on the mobility
procedures. The PN world should bring concepts of anonymity and pseudonymity.
Also privacy, resistance to denial of service and performance requirements is a
crucial issue that needs to be considered. The project MAGNET starts with this
considerations developing new concepts for service and context discovery.

1.1.3 Advances in the State of the Art of PNs

Commercially viable PNs were enabled by the joint efforts of a number of key
academic and industrial players organized in the frames of the EU-funded project
MAGNET and MAGNET Beyond [2]. The developed concept enabled attractive,
affordable and beneficial for end users PN services in their everyday life. The MAG-
NET Beyond project constituted a system approach to what is expected to be one
of the most important telecom related growth markets of the future, the Personal
Area Network style networking. The main achievement of MAGNET Beyond was
that it produced concepts and technologies that did not treat the PAN networking in
isolation: the concept was extended into that of a PN by interconnecting PANs with
other networks and, in particular, with wireless wide area networks to access the
rich services available on and through these networks, including the interconnection
to other PANSs.
The following advances were made in relation to the PN:

e Research-based, comprehensive, short-term and long-term solutions for the tech-
nologies and protocols needed to build Personal Networks that meet the user
requirements, in particular in terms of the quality, security, and trust requirements

e Technology roadmaps for the evolution of PNs

e System specification for first generation PNs

o Effective platforms that optimally and cost-effectively meet the short- and long-
term communication requirements for personal devices
A pilot PN system and pilot services
An assessment of the market potential of the PN based on PN services usage,
usability and acceptation tests

The project MAGNET Beyond introduced pilot services, obtained real-market and
user feedback and provided the basis for the business of personal services over PNs.
This had helped promote the PNs and related technologies and provided input and
recommendations to standardisation and regulatory bodies and fora.
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Wireless personal and body area networks are set to play an increasing role
in applications such as health, personal safety, secure wireless data exchange or
home entertainment. The PN concept addresses the challenge to deliver the next
generation of ubiquitous and converged network and service infrastructures for com-
munication, computing and media. It provides a new type infrastructure that can
overcome the scalability, flexibility, dependability and security bottlenecks of cur-
rent ones and permits the emergence of dynamic and, pervasive and robust new
communication technologies. This is achieved by the extension of the PN to the
concept of the PN-Federation (PN-F).

1.2 The Concept of the PN-Federation

In order to extend their reach, PNs need the support of infrastructure-based, and also
ad-hoc networks. The cooperation between PNs belonging to different people in a
federation is shown in Fig. 1.2.

In PN-Fs, PNs of different users cooperate for a certain purpose by sharing in-
formation and services. The daily life of persons does not involve their personal
network only, but persons also need to communicate and collaborate with groups
of people. Figure 1.2 shows how constituents from various PNs are federated in
overlays to establish trusted groups and communities.

In such a scenario of networking of people, the needs in collaborative work-
ing, resource sharing or common interest groups such as family members, friends,
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kids at school, colleagues or public servants are all addressed. In such contexts,
networking and security are confronted with far greater challenges. Designing en-
ablers for user-centric personal networking and for creating a secure architectural
framework suitable and viable for PN services become essentials.

To this end the concept of the long term or permanent trust relation between per-
sonal devices belonging to a single user should be extended to group trust between
personal services shared by a group of users. In contrast to the single-user PN-
concept, where secure communication exists between all personal devices constitut-
ing the PN, secure communication needs in the PN-F need to be established between
a subset of personal devices belonging to different PNs, hereby creating a multi-user
virtual private network overlay in a federation of multiple co-operating PNs.

A PN Federation as introduced by MAGNET Beyond is meant for a well defined
goal and sets certain rules and policies for participation in the federation, defined
by the creator of the Federation. Key management issues at PN Federation level
for different scenarios can be supported by means of the PN-F Formation Protocol
(PNFFP) [23].

1.3 Optimised Air Interfaces for PAN, PN and PN-F
Communications

The PAN as a basic component of the PN relies on suitable air interfaces to ensure
the communication process. Even though wireless has exploded in the last decade,
wireless standards are dominated by a few protocol types. For example, most cel-
lular networks use fixed-capacity channels, while data networking standards (e.g.,
IEEE802.11, IEEE802.15) are often contention-based so they can exploit statisti-
cal multiplexing of traffic. The use of simple, traffic-specific protocols has helped
the rapid growth of mobile networks, but it stifles innovation and has lead to inef-
ficient spectrum use. Today, basically, three wireless technologies, besides satellite
communications, have made an impact: WLANs, WPANS, and wireless wide area
networks (WWANs).Work in that direction is on-going in the various standard-
isation activities supported by the European Telecommunication Standardisation
Union (ETSI) and the Institute of Electrical and Electronic Engineers (IEEE). Cur-
rently, the standardized WPAN technologies are BLUETOOTH, HIPERPAN and
IEEE 802.15. These technologies are used for short distance (~10 m) with low data
rates for different QoS requirements. It is envisaged that the WPANs will exist in
all mobile terminals in the near future. The WPAN standards, IEEE 802.15.3 and 3a
have developed and work is ongoing for paving the way towards broadband WPANs
with envisioned data rates up to about 1 Gbps. IEEE 802.15.4 is focusing on very
low data rate solutions, which will work at a few or a few hundred Kbps, which is
the first step towards body area networks (BANs). Ultra wideband (UWB) schemes
are considered for both IEEE 802.15.3 and IEEE 802.15.4. The working group IEEE
802.15.3a proposed direct-sequence (DS) UWB for low and medium data rates and
multiband orthogonal frequency-division multiplexing (OFDM) for high data rates.
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The latter is based on a transmission over 14 overlapping OFDM channels each
having a bandwidth of 528 MHz for 128 subcarrier signals.

The specifics of the PAN radio environment (i.e., user proximity, user dynamics,
radio co-existence with legacy and emerging communication systems, termi-
nal/device sizes and their use cases), affect the choice of a proper channel model
and consequently the air interface configuration. Appropriate and accurate radio
channel and radio interference models, based on previous results and from new
investigations, were investigated in the context of PNs with the objective to approx-
imate the real time varying PAN radio environment. The proposed MAGNET PAN
radio access solutions were taken as a basis for the optimisation of the air interfaces
for typical PAN scenarios to ensure a favourable trade-off between user satisfaction
(QoS) and system complexity.

MAGNET Beyond proposed air interfaces for high data rate (HDR) and low
data rate (LDR) applications. The HDR applications are enabled by a multi-carrier
spread spectrum (MC-SS) air interface solution. The only other available solution
with similar capabilities at the moment is WiMedia, a radio platform standard for
high-speed UWB wireless connectivity. For LDR applications, a low-power, low-
complexity frequency modulation based UWB (FM-UWB) air-interface solution
was proposed compatible to standards such as BLUETOOTH, ZigBee, and WiBree.
The medium access control (MAC) of these two is based on the IEEE 802.15.3 and
IEEE 802.15.4 standards. The FM-UWB approach was adopted after being studied
and compared with other solutions like ZigBee and Bluetooth. Accordingly, the
MC-SS scheme was compared to the orthogonal frequency-division multiplexing
(OFDM) based UWB PHY scheme in a WiMedia system. Results are reported in
details in and show that the developed air interfaces fulfil the requirements for next
generation technologies.

Broadband wireless access is the third wireless revolution, after cell phones
and Wi-Fi. The broadcast nature of wireless transmission offers ubiquity and im-
mediate access for both fixed and mobile users, clearly a vital element of next
generation quadruple play (i.e., voice, video, data, and mobility) services. Un-
like wired access (copper, coax, fiber), a large portion of the deployment costs is
incurred only when a subscriber signs up for service. An increasing number of
municipal governments around the world are financing the deployment of multi-
hop wireless networks with the overall aim of providing ubiquitous Internet access
and enhanced public services. Broadband wireless access is an inherent feature
of next generation communication systems. Therefore, PAN and PN solutions as
proposed by the projects MAGNET and MAGNET Beyond will be the additional
component together with IMT-Advanced (International Mobile Communication-
Advanced) candidate systems that would complete the equation for the realisation
of the next generation communication systems. In Fig. 1.3 is shown the overall
structure of the wireless telecommunications, including the past and the future.

Efficient implementation of the transceivers for PANs is a key driver for enabling
low cost, low power portable hand-held devices. The efficiency of the implementa-
tion relies on architectural choices. For example, most of the power in a transceiver,
especially for LDR, are consumed in the RF part. An intensive research activity is
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required in order to optimise the power figures. This is particularly true for UWB
solutions, on which designers have less background than on the classical narrow-
band systems. New architectures using high data rate digitiser have been introduced
recently. They open the door to a software defined radio (SDR) approach where the
RF section is reduced to a low noise amplifier (LNA) and fast sampler. Since all pro-
cessing is then performed in the digital domain, reconfigurability can be introduced
more easily. On the other hand more analogue solutions can bring some interest-
ing features in terms of complexity and power consumption figures for LDR air
interfaces [24-28]. For HDR, new architectures such as networks on chip (NoC)
have been applied to MC-CDMA techniques [28-30]. This kind of architecture
can be promising for the PAN HDR air interfaces that need more computational
power than LDR solutions. Such schemes were evaluated and compared to more
classical system on chip (SoC) approaches to propose the optimal compromise be-
tween flexibility and power consumption figures. Besides, the use of deep submicron
technology may enable the design of monolithic approaches for the mass market tar-
get transceiver using the resulting advanced architectures.

Figure 1.4 proposes a roadmap for the realisation of the PAN-optimised air in-
terfaces. Currently, as a result of the research and development effort put forward
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by the consortium members of the projects MAGNET and MAGNET Beyond, the
integrated prototypes for the two air interface solutions are a reality. These have
been also fed into the standardisation activities of the ETSI and IEEE802.15 bodies.

1.4 Security, Privacy and Trust

Security, availability, and reliability are three key requirements for the successful
deployment of the MAGNET Beyond concept. With a multitude of wireless stan-
dards in use, it is very important to ensure the dependability of the connections
established by means of PNs and PN-Fs. One of the reasons why PNs can support a
large variety of applications is that in PNs different types of access technologies can
work hand in hand to deliver services to the users. The PN in Fig. 1.5 is configured
in ad ad-hoc fashion, as the opportunity and the demand arise to support personal
applications.

It consists of communicating clusters of personal and foreign devices, possibly
shared with others, and connected through various suitable communication ways.

In order to access a device or service, the user needs to provide an identity that
can be authenticated and authorised by the PN components. The provision of such
an identity needs to be user friendly. In addition it should be possible to exchange
the identity between service providers without affecting the privacy of the user.
Concepts of anonymity and pseudonymity must be adapted to the PN and PN-F
architecture to develop a coherent identity management solution, which is inter-
operable with the existing addressing, naming and identity management systems.
Scalable and efficient methods for protection of user identity must be defined.



1 Introduction 11

x's HOME Cluster \

/
i /

— Yo e
~ — X'S OFFICE Cluster _, ¢

-—

PANy PAN:z
Cluster Cluster

Interconnecting Networks

({Infrastructure-based or ad hoc)
-

\ A4 Intra-cluster ad hoc routing
Y 2 Inter-cluster ad hoc routing
\ P — IPSec Tunnel

-~ - {__1¥'sPN

Fig. 1.5 Secure communications in a PN [31]

The vision of MAGNET Beyond of PNs combines two types of trust relation-
ships: a priori trust inside the PN, which is managed by the user, which is ensured
through proper authentication based on credentials; and the hand trust between PNs,
which is an a posteriori evolutionary trust, as authentication (and identities) schemes
in such a scenario are meaningless.

Methods to protect user privacy, including investigation of use of virtual identi-
ties protection of location of user and devices must also be developed. Protection
of disclosing mobility behaviour, would, for example, require solutions for identity
management, trust and privacy in PNs.

Communication with low-weight devices like sensors will obviously play a major
role in the upcoming important market of PNs and on the background of the vision
defined for the Future of Internet by the European Commission. For example, one
such area is the application of mobile health in body area networks in which peo-
ple will be equipped with several biosensors to continuously monitor their medical
data such as glucose level, blood pressure and temperature. In these scenarios, these
external devices are rather resource scarce in terms of processing and communica-
tion capabilities and it is necessary to support them with light-weight key exchange
mechanisms.

MAGNET Beyond proposed novel solutions for physical encryption applicable
to the PN-F security architecture. The solutions included an efficient hybrid protocol
that secures the federation. Further, a physical layer encryption mechanism for both
LDR and HDR was designed.
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In the PN level a new key agreement protocol (i.e., the Certified PN Formation
Protocol (CPFP)) was introduced. CPFP is based on the Elliptic Curve Cryptog-
raphy (ECC) and the personal public key infrastructure (Personal PKI) in which
instead of global certificates issued by a trusted third party, the local certificates is-
sued by PN certificate authority (PNCA) can be applied. CPFP has two different
stages, in the first stage all the PN devices get imprinted with PNCA, i.e., equip to
its signature public key as the PN root key and get a certificate on their long term
public key. In the second stage, PN nodes use their certificates to authenticate each
other and establish pairwise keys based on the ECMQYV protocol. CPFP is scalable
to larger PNs and provides an enhanced level of authentication and non-repudiation
with ease of the key revocation and key update.

1.5 PN Platforms

The concept of a flexible PN that supports ubiquitous service provisioning in a
secure heterogeneous networking environment for mobile users was a challenging
objective for MAGNET. PNs, apart from link level platforms, involve several het-
erogeneous networking and security components that must cooperate in order to
make a reality such a concept.

The validation of such a concept cannot be provided only by simulations and it
was necessary to implement a real testbed where the validity of this concept could
be tested by users and industry. This testbed was the support for the real pilot ser-
vices developed and specified within the frames of the project MAGNET Beyond.
Testing as well as the identification of future optimisations that could be achieved
by enhancing the collaboration between the different components comprising the
whole system were another development activity in this context.

Well deployed operating system embedded platforms are key for supporting the
PN networking components functionalities as introduced in the previous sections.

1.6 Preview of This Book

Figure 1.6 shows the collaboration of the various PN technologies described above
in the scope of the IST project MAGNET Beyond that are also the basis for the
organization of this book.

The organization of the book depends also on the division of the tasks among the
Work Packages (WPs) involved in the projects. Every chapter is the summary of the
achievements earned from the WPs, highlighting the efforts and the collaborations
necessary to reach the excellent result obtained.

This book is organized as follows.

Chapter 2 discusses in details the concept, challenges and solutions for the
provision user-centric personalised communications. In particular it describes
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the user requirements to be considered, including requirements related to the
user-friendliness of the personal device, the management of user profiles and the
required business models for the successful deployment of personalised communi-
cations. Further, it proposes evaluation scenarios for the validation of the proposed
requirements and business models.

Chapter 3 discusses in details the concept and advances in the area of PNs and
PN-Fs. In particular, it proposes solutions for the realisation of self organisation
at the network level (e.g, the network overlay approach), solutions for PN-aware
service discovery and life cycle management, and it discusses the topic of user col-
laboration. Here, the focus is on the establishment of networking and services when
joining of PN-Fs.

Chapter 4 proposes connectivity solutions for PNs and PN-Fs. In particular, it
proposes advanced air interfaces for low and high-data rates (LDR and HDR, re-
spectively), optimized for user-centric communications and provides benchmarking
results as a proof-of-performance. Further, novel concepts related to interference
mitigation and spectrum efficiency are proposed in support of the communication
process. Issues such as multi-mode operation and PAN-to-PAN communications are
also discussed.

Chapter 5 proposes solutions related to security, privacy and trust challenges in
PNs and PN-Fs. In particular, the proposed solutions relate to the secure communi-
cation between personal nodes, the encryption and encoding for PAN air interfaces,
and the architecture for management and enforcement of security policies.
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Chapter 6 proposes design solutions for the PN connectivity concepts proposed in
the preceding chapters. The design and prototyping of the LDR and HDR interfaces
are described in detail down to the basic components. Results are represented related
to the measured performance.

Chapter 7 describes the realization of the complete PN and PN-F testbed as a
proof-of-concept of the proposed theoretical solutions. In particular, this chapter
provides the description of the required components with high-and low-level speci-
fications, and the integration of the pilot services onto the platform.

Chapter 8 discusses advances in the area of standardization of WPANs
and BANSs. In particular, the effort of MAGNET towards advancements in the
IEEE.802.15 and ETSI are described.

Chapter 9 concludes the book and outlines the future challenges for PNs and
PN-Fs.
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Chapter 2
Users, Pilot Services and Market

Knud Erik Skouby, Lene Sgrensen, Henning Olesen, Allan Hammershgj,
Anders Henten, and Iwona Windekilde

2.1 Introduction

Working within the overall purpose of MAGNET/MAGNET Beyond one of the
specific challenges that is elaborated on in this chapter has been to represent and
include a direct and clear user centred focus. The user centricity was firmly agreed
to be ever present both in the development process in the focus areas of the project
and as direct involvement of users at different stages in the systems development
process. The basic idea has been to identify and build up relevant user requirements
as the basis for formulation of systems requirements.

The MAGNET system focuses in particular on the user concept in five categories:
user requirements, user case studies, user scenarios and use cases, evaluation and
business models. The links between the five categories and the rest of MAGNET
are illustrated in Fig. 2.1.

1. User Requirements. The user requirements elicitation process is part of the over-
all project synthesis process running from identifying preliminary user themes
over selected themes or cases to establishment of user workshops, user scenarios
and expert workshops all contributing to the identification of user requirements.

2. User Case Studies. Through idea generation based on work with selected themes
or cases, initial user scenarios has been created as input to user workshops and
expert workshops. These resulted in identification of a number of user cases rel-
evant for demonstration of the MAGNET idea.

3. User Scenarios and Use Cases. Out of the user cases two user cases were selected
to clearly demonstrate the MAGNET concepts and elements: MAGNET.Care and
Nomadic@work. Idea creation as basis for scenario writing took place differently
in the two cases. For the MAGNET.Care case, workshops were carried out in a
lab while in the Nomadic@work case, a cultural probe was used to capture the
nomadic perspectives of the users. In both cases, however, the result was elab-
orate story board-based scenarios outlining potential use situations challenging
the MAGNET system to deliver relevant services to the users. A new approach
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